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Abstract— With the rapid expansion of distributed technologies such as the Internet of Things (I0T),
5G networks, cloud computing, and blockchain, ensuring the security of these systems has become a
top priority for researchers and engineers. This review article examines the fundamental principles of
security, common cyber threats, and state-of-the-art solutions applied to distributed systems based on
scientific sources published between 2020 and 2024. The study highlights the role of advanced
technologies such as machine learning, blockchain, post-quantum cryptography, and trust-based
models in enhancing distributed security. Furthermore, several case studies are presented to
demonstrate the practical implementation of these approaches. Finally, the article discusses existing
challenges and future research directions toward developing more secure and resilient distributed
environments.

Keywords: Distributed Systems, Cybersecurity, Blockchain, Machine Learning, Post-Quantum
Cryptography, Access Control, Trust Models.
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