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Abstract— Smart access control systems are essential for increasing security and remote monitoring.
The aim of this research is to design and simulate a secure smart door system with a focus on robust
control logic and threat detection. The methodology is based on practical implementation in a
simulation environment with a three-layer architecture: the hardware layer (Arduino Uno) responsible
for implementing state-based control logic and direct management of inputs/outputs, the middle layer
(Node.js) as a secure interface for validation and sending commands, and the user layer (mobile
application) for controlling and viewing the status. Key findings indicate the stability of the system
resulting from the purposeful design of the pins and the modular architecture. The most important
achievement is the successful implementation of the Alarm State, which is activated upon detecting
local unauthorized access and places the system in a Lockdown state with Fail-Safe behavior; so that
only the door closing command is accepted. The simulation results indicate the integrated and reliable
operation of all layers in different scenarios. Finally, this simulated system, with a structure similar to
industrial systems and independent security logic, has high potential for development into a real
Internet of Things (1oT)-based system.

Keywords: Smart door, Arduino Uno, Internet of Things, Access control, Stateful logic, Embedded
systems



